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1 Introduction

Traditional sensing models assume one or a few powerful sensors and centralized computation. Today, technological trends
enable the creation of inexpensive, small, intelligent devices for sensing and actuation. If many small sensors can work
together as a sensor network, they provide several advantages over traditional centralized sensing. By placing the sensor
close to the object being sensed, signal processing and target discrimination problems in sensing can be greatly simplified.
By communicating over several short hops rather than one long hop, energy consumed in communication can be reduced [29].
Moreover, by processing data in the network, often the amount of data transfered can be reduced, further saving energy [22].

Motivated by robustness, scaling, and energy efficiency requirements, this paper examines a new data dissemination
paradigm for such sensor networks. This paradigm, which we call directed diffusion?, is data-centric. Data generated by
sensor nodes is named by attribute-value pairs. A node requests data by sending interests for named data. Data matching the
interest is then “drawn” down towards that node. Intermediate nodes can cache, or transform data, and may direct interests
based on previously cached data (Section 3).

Directed diffusion is significantly different from IP-style communication where nodes are identified by their end-points,
and inter-node communication is layered on an end-to-end delivery service provided within the network. In directed diffusion,
nodes in the network are application-aware as we allow application-specific code to run in the network and assist diffusion in
processing messages. This allows directed diffusion to cache and process data in the network (aggregation), decreasing the
amount of end-to-end traffic, and resulting in higher energy savings. We show that using directed diffusion one can realize
robust multi-path delivery, empirically adapt to a small subset of network paths, and achieve significant energy savings when

intermediate nodes aggregate responses to queries (Section 5).

*USCI/ISI Technical Report 1SI-TR-2004-586. This work was supported by DARPA under grant DABT63-99-1-0011 as part of the SCAADS project.
1van Jacobson suggested the concept of “diffusing” attribute named data for this class of applications that later led to the design of directed diffusion.



Publish/Subscribe APIs:

handl e NR : subscribe(NRAttrVec *subscribe_attrs, const NR:Callback * cb);
int NR :unsubscribe(handl e subscription_handle);
handl e NR : publish(NRAttrVec *publish_attrs);
int NR :unpublish(handl e publication_handle);
int NR :send(handl e publication_handle,
NRAttrVec *send_attrs);

Filter-specific APIs:

handle NR :addFilter(NRAttrVec *filter_attrs, u_intl6_t priority, FilterCallback *cb);
int NR:renoveFilter(handle filter_handle);

voi d NR: : sendMessage(Message *nsg, handle h, u_intl6_t priority = 0);

Figure 1: Basic diffusion APIs for sending and receiving data, and for adding filters.

This chapter describes diffusion, starting from the point of view of an application (Section 2) and naming (Section 2.2).
We realize these abstractions with lower-level primitives and several different data dissemination algorithms described in
Section 3, and show how applications can influence routing (Section 4). We summarize simulation and experimentation

results in Section 5.

2 Programming a Sensor Networ k

The innovations of diffusion are approaches to allow applications to process data as it moves through the network, and
dissemination algorithms that select efficient paths through the network. Although these topics are important and we explore
them in the following chapter, applications require abstractions over these details. This section presents an application-level

view of diffusion, looking at our publish/subscribe-based API and how applications name data in the network.

2.1 The Publish/Subscribe API

We have adopted a publish/subscribe-based API for diffusion, shown in Figure 12. To receive data, users or programs
subscribe to a particular set of attributes, becoming data sinks. A callback function is then invoked whenever relevant
data arrives at the node. Sensors publish data that they have, becoming data sources. In both cases, what data is provided or
received is described by an attribute-based naming scheme described in Section 2.2. It is the job of the diffusion dissemination
algorithms (Section 3) to ensure that data is communicated efficiently from sources to sinks across a multi-hop network. In
general, publishing and subscribing sends messages across the network. The exact cost of these operations depends on which
diffusion algorithm is used.

To allow applications to influence data as it moves through the network, users can create filters at each sensor node with

2This API was originally designed in collaboration with Dan Coffin and Dan van Hook [14]; we have since extended it to support filters.



the filter APIs in the bottom of Figure 1. Filters indicate what messages they are interested in by attributes; each time a
matching message arrives at that node the filter is allowed to inspect and alter its progress in any way. Filters can suppress
messages, change where they are sent next, or even send other messages in response to one (perhaps triggering further sensors
to satisfy a query).

A more complete reference to directed diffusion APIs and example code is available in the diffusion manual [30].

2.2 Naming Concepts

Diffusion uses an attribute-based naming scheme to associate sources and sinks and to trigger filters. This flexible approach to
naming is important in several ways. First, attribute-based naming is consistent with the publish/subscribe application-level
interface (Section 2) and many-to-many communication. Diffusion’s naming scheme is data-centric, allowing applications
to focus on what data is desired rather than on individual sensor nodes. The approach also supports multiple sources and
sinks, rather than simple point-to-point communication. Thus applications may subscribe to “seismic sensors in the southeast
region” rather seismic sensors #15 and #35, or hosts 10.1.2.40 and 10.2.1.88.

Second, diffusion attributes provide some structure to a message. By identifying separate fields, data dissemination
algorithms can use application data to influence routing. For example, application-specific, geographic information can limit
where diffusion must look for sensors. In addition, treating messages as sets of attributes simplifies application and protocol
extensions (a need also suggested for future Internet-based protocols [7]).

Finally, attributes serve to associate messages with sources, sinks, and filters via matching. If the attributes in a sink’s

subscription match those of source’s publication, diffusion must send any published data to the sink.

2.3 Matching in Naming

Each set of attributes in diffusion is a set of (key, type, operator, value) tuples. The most important parts of an attribute are
the key and value, which together specify the meaning of the data (longitude, temperature, detection confidence, etc.) and its
actual contents (118.40817 degrees, 98.6 degrees, 80%, etc.) The type defines how the value field is interpreted: as a string,
integer or floating point type, or as uninterpreted binary data (blobs).

The operator field allows attributes to not only contain data, but to express simple constraints. There are two classes of
operators: first, IS, the actual operator, is used to indicate a specific value. The second group includes binary comparisons
(EQ, NE, LE, GT, LE, GE, corresponding to equality, inequality, less than, etc.) and “EQ_ANY” (which matches anything);
these are collectively called formal operators.

Actuals are statements about data. So “latitude IS 33.9425, longitude IS 118.40817” might indicate a location, or “sensor
IS seismic, value IS 7.0, confidence IS 80” might indicate a specific sensor reading.

Formals allow one to select sets of sensors, thus indicating which publish and subscribe operations should be connected.
Thus, a subscription might indicate “latitude GT 33.5, latitude LT 34.0, sensor EQ seismic” to indicate seismic sensors in

some area.



one-way match:
given two attribute sets Aand B
for each attribute ain A where a.op is a formal {
matched = false
for each attribute b in B where a.key = b.key and b.op is an actual
if a.val compares with b.val using a.op, then matched = true

if not matched then return false (no match)

}

return true (successful one-way match)

Figure 2: Our one-way matching algorithm.

Formals and actuals can be mixed and used in publications, subscriptions, or filters.

The exact process of determining which publications and subscriptions are related is called matching. A one-way match
compares all formal parameters of one attribute set against the actuals of the others (Figure 2). Any formal parameter that is
missing a matching actual in the other attribute set causes the one-way match to fail (for example, “confidence GT 0.5” must
have an actual such as “confidence 1S 0.7” and would not match “confidence 1S 0.3”, “confidence LT 0.7”, or “confidence GT
0.7”). Two sets of attributes have a complete match if one-way matches succeed in both directions. In other words, attribute
sets A and B match if the one-way match algorithm succeeds from both A to B and B to A.

Matching is used to associate publications and subscriptions and to activate filters as messages flow through the network.

Although matching is reasonably powerful, it does not perfectly cover all scenarios or tasks. Matching strikes a balance
between ease of implementation and flexibility. For example, while attributes can easily define a square, they cannot directly
operate on arbitrarily complex sensor detection regions. We expect applications to use attributes for rough matching and
refine matching with application-specific code (such as with filters, Section 4).

For detailed examples of naming in diffusion, please see the diffusion manual [30] or [18].

3 Directed Diffusion Protocol Family

Publish/subscribe provides an application’s view to a sensor network, and attribute-based naming a detailed way to specify
which sources and sinks communicate. The “glue” that binds the two are the directed diffusion algorithms for data dis-
semination. In a traditional network, communication is effected by routing, usually based on global addresses and routing
metrics. Instead, we use the term data dissemination to emphasize the lack of global addresses, reliance on local rules, and,
as described in the Section 4, the use of application-specific in-network processing.

The original, two-phase directed diffusion uses several control messages to realize our publish/subscribe API: sinks

send interest messages to find sources, sources use exploratory data messages to find sources, and positive and negative



protocol | sink source
two-phase | interest*
pull (every interest interval)

exploratory data*

(every exploratory interval)
positive reinforcement
(response to exp. data)

data

(rate defined by app.)

one-phase | interest*

pull (every interest interval)

data

push exploratory data*

(every exploratory interval)

positive reinforcement
(response to exp. data)

data

Table 1: Comparison of interactions in diffusion algorithms. Asterisks (*) indicate messages that are sent to all nodes (flooded
or geographically scoped). All algorithms also have negative reinforcement messages.

reinforcement messages select or prune parts of the path. Early work [22] identified these primitives, described the concept
of diffusion, and evaluated a specific algorithm that we now call two-phase pull diffusion. We found this algorithm ideal for
some applications but as our experience with sensor networks applications grew, we found two-phase pull a poor match for
other classes of applications.

We see diffusion not as a single algorithm, but as a family of algorithms built from these primitives. Other algorithms
provide better performance for some applications. We have recently made two additions to the diffusion protocol family:
one-phase push and one-phase pull [17].

Another way to optimize diffusion performance is to use physical or application-specific information. The physical
nature of a sensor network’s deployment makes geographically scoped queries natural, prompting the development of
geographically-aided routing protocols such as GEAR [34], GPSR [26], and rumor routing [8]. Application-specific in-
formation can also be exploited using filters (described in Section 4).

We expect application designers to match an appropriate algorithm with their application’s requirements. Table 1 com-
pares the interactions of the algorithms; we describe them below in more detail and review their performance in Section 5.4.

More detail is the subject of current [22, 24, 17] and ongoing research.

3.1 Two-Phase Pull Diffusion

The purpose of directed diffusion is to establish efficient n-way communication between one or more sources and sinks.
Directed diffusion is a data-centric communication paradigm that is quite different from host-based communication in tradi-
tional networks. To describe the elements of diffusion, we take the simple example of a sensor network designed for tracking

animals in a wilderness refuge.



Event

Event Event
P~ SR S ©

{\ Source‘,j" ‘.“ ’:;O\ {\ Source | ‘Q\ {\ Source. /:'w o
\" l,V'C{.\\\Inge\res!‘s‘ t/}‘\ ~ \gra\d\er\%\s O\
d‘/\ ‘\\ :,:O sink ~— ;6 Sink (@) O Sink
g \ o
(a) Interest propagation (b) Initial gradients set up (c) Data delivery along re-

inforced path

Figure 3: A simplified schematic for directed diffusion.

Suppose that a user in this network would like to track the movement of animals in some remote sub-region of the park.
The user would subscribe to “animal-track™ information, specified by a set of attributes. Sensors across the network publish
animal-track information.

The user’s application subscribes to data using a list of attribute-value pairs that describe a task using some task-specific
naming scheme. Intuitively, attributes describe the data that is desired by specifying sensor types and possibly some geo-
graphic region. The user’s node becomes a sink, creating an interest of attributes specifying a particular kind of data.

The interest is propagated from neighbor-to-neighbor towards sensor nodes in the specified region. A key feature of
directed diffusion is that every sensor node can be task-aware—by this we mean that nodes store and interpret interests,
rather than simply forwarding them along. In our example, each sensor node that receives an interest remembers which
neighbor or neighbors sent it that interest. To each such neighbor, it sets up a gradient. A gradient represents both the
direction towards which data matching an interest flows, and the status of that demand (whether it is active or inactive and
possibly the desired update rate). After setting up a gradient, the sensor node redistributes the interest to its neighbors. When
the node can infer where potential sources might be (for example, from geographic information or existing similar gradients),
the interest can be forwarded to a subset of neighbors. Otherwise, it will simply broadcast the interest to all of its neighbors.

Sensors indicate what data they may generate by publishing with an appropriate set of attributes. They thus become
potential sources. As interests travel across the network, sensors with matching publications are triggered and the application
activates its local sensors to begin collecting data. (Prior to activation we expect the node’s sensors would be in a low-power
mode). The sensor node then generates data messages matching the interest. In directed diffusion, data is also represented
using an attribute-based naming scheme.

Data is cached at intermediate nodes as it propagates toward sinks. Cached data is used for several purposes at different
levels of diffusion. The core diffusion mechanism uses the cache to suppress duplicate messages and prevent loops, and it can
be used to preferentially forward interests. (Since the filter core is primarily interested in an exact match, as an optimization,
hashes of attributes can be computed and compared rather than complete data.) Cached data is also used for application-
specific, in-network processing. For example, data from detections of a single object by different sensors may be merged to

a single response based on sensor-specific criteria.



The initial data message from the source is marked as exploratory and is sent to all neighbors for which it has matching
gradients. The initial flooding of the interest, together with the flooding of the exploratory data, constitutes the first phase
of two-phase pull diffusion. If the sink has multiple neighbors, it chooses to receive subsequent data messages for the same
interest from a preferred neighbor (for example, the one which delivered the first copy of the data message). To do this, the
sink reinforces the preferred neighbor, which, in turn reinforces its preferred upstream neighbor, and so on. The sink may
also negatively reinforce its current preferred neighbor if another neighbor delivers better (lower latency) sensor data. This
negative reinforcement propagates neighbor-to-neighbor, removing gradients and tearing down and existing path if it is no
longer needed [22]. Negative reinforcements suppress loops or duplicate paths that may arise due to changes in network
topology.

After the initial exploratory data message, subsequent messages are sent only on reinforced paths. (The path reinforce-
ment, and the subsequent transmission of data along reinforced paths, constitutes the second phase of two-phase pull diffu-
sion). Periodically the source sends additional exploratory data messages to adjust gradients in the case of network changes
(due to node failure, energy depletion, or mobility), temporary network partitions, or to recover from lost exploratory mes-
sages. Recovery from data loss is currently left to the application. While simple applications with transient data (such as
sensors that report their state periodically) need no additional recovery mechanism, we are also developing retransmission
scheme for applications that transfer large, persistent data objects [31].

This simplified description points out several key features of diffusion, and how it differs from traditional networking.
First, diffusion is data-centric; all communication in a diffusion-based sensor network uses interests to specify named data.
Second, all communication in diffusion is neighbor-to-neighbor or hop-by-hop, unlike traditional data networks with end-to-
end communication. Every node is an “end” in a sensor network. A corollary to this previous observation is that there are no
“routers” in a sensor network. Each sensor node can interpret data and interest messages. This design choice is justified by
the task-specificity of sensor networks. Sensor networks are not general-purpose communication networks. Third, nodes do
not need to have globally unique identifiers or globally unique addresses for regular operation. Nodes, however, do need to
distinguish between neighbors. Fourth, because individual nodes can cache, aggregate, and more generally, process messages,
it is possible to perform coordinated sensing close to the sensed phenomena. It is also possible to perform in-network data
reduction, thereby resulting in significant energy savings. Finally, although our example describes a particular usage of the
directed diffusion paradigm (a query-response type usage, see Figure 3), the paradigm itself is more general than that; we

discuss several other usages next.

3.2 Push Diffusion

Two-phase pull diffusion works well for applications where a small number of sinks collects data from the sensor net, for
example, a user querying a network for detections of some tracked object. Another class of applications involves sensor-to-
sensor communication within the sensornet. A simple example of this class of application might have sensors operating at a
low duty cycle most of the time, but when one sensor detects something it triggers nearby sensors to become more active and

vigilant. Push diffusion was motivated by applications such as these being developed at Sensoria, University of Wisconsin,



and PARC. A characteristic of this class of application is that there are many sensors interested in data (activation triggers),
and many that can publish such data, but the frequency of triggers actually being sent is fairly rare. Two-phase pull diffusion
behaves poorly for this application, because all sensors actively send interests and maintain gradients to all other sensors even
though nothing is detected.

One-phase push diffusion (or just push diffusion) was designed for this application. Although the API is the same as
two-phase pull diffusion (except for a flag to indicate “push”), in the implementation, the roles of the source and sink are
reversed. Sinks become passive, with interest information kept local to the node subscribing to data. Sources become active;
exploratory data is sent throughout the network without interest-created gradients. As with two-phase pull, when exploratory
data arrives at a sink a reinforcement message is generated and it recursively passes back to the source creating a reinforced
gradient, and non-exploratory data follows only these reinforced gradients. Push can also take advantage of GEAR-style
geographic optimizations.

Push is thus optimized for a different class of applications from two-phase pull: applications with many sources and
sinks, but where sources produce data only occasionally. Push is not a good match for applications with many sources
continuously generating data since such data would be sent throughout the network even when not needed. Section 5.4.1

presents a performance comparison of push and two-phase pull diffusion for such an application.

3.3 One-Phase Pull Diffusion

A benefit of push diffusion compared to two-phase pull is that it has only one case where information is sent throughout the
network (exploratory data) rather than two (interests and exploratory data). In large networks without geographically scoped
queries, minimizing flooding can be a significant benefit. Inspired by efficiency of pull for some applications, we revisited
two-phase pull to eliminate one of its phases of flooding.

One-phase pull is a subscriber-based system that avoids one of the two phases of flooding present in two-phase pull. As
with two-phase pull, subscribers send interest messages that disseminate through the network, establishing gradients. Unlike
two-phase pull, when an interest arrives at a source it does not mark its first data message as exploratory, but instead sends
data only on the preferred gradient. The preferred gradient is determined by the neighbor who was the first to send the
matching interest, thus suggesting the lowest latency path. Thus one-phase pull does not require reinforcement messages,
and the lowest latency path is implicitly reinforced.

One-phase pull has two disadvantages compared to two-phase pull. First, it assumes symmetric communication between
nodes since the data path (source-to-sink) is determined by lowest latency in the interest path (sink-to-source). Two-phase
pull reduces the penalty of asymmetric communication since choice of data path is determined by lowest-latency explor-
atory messages, both in the source-to-sink direction. However, two-phase pull still requires some level of symmetry since
reinforcement messages travel reverse links. Although link asymmetry is a serious problem in wireless networks, many
other protocols require link symmetry, including 802.11 and protocols that use link-level acknowledgments. As such, it is
reasonable to assume that detecting and filtering such links will be done at the MAC layer, allowing one-phase diffusion to

work.



Second, one-phase pull requires interest messages to carry a flow-id. Although flow-id generation is relatively easy
(uniqueness can be provided by MAC-level addresses or probabilistically with random assignment and periodic reassign-
ment), this requirement makes interest size grow with number of sinks. By comparison, though, with two-phase pull the
number of interest messages grows with proportion to the number of sinks, so the cost here is lower. Second, the use of

end-to-end flow-ids means that one-phase pull does not use only local information to make data dissemination decisions.

3.4 Using Geographic Cues to Limit Flooding

The physical nature of a sensor network’s deployment makes geographically scoped queries natural. If nodes know their
locations, then geographic queries can influence data dissemination, limiting the need for flooding to the relevant region.

GEAR (Geographic and Energy-Aware Routing) extends diffusion when node locations and geographic queries are
present [34]. GEAR is an extension to existing diffusion algorithms that replaces network-wide communication with geo-
graphically constrained communication. When added to one-phase or two-phase pull diffusion, GEAR’s subscribers actively
send interests into the network. However, queries expressing interest in a region are sent towards that region using greedy
geographic routing (with support for routing around holes); flooding occurs only when interests reach the region rather than
sent throughout the whole network. Exploratory data is sent only on gradients set up by interests, so the limited dissemination
of interests also reduces the cost of exploratory data.

For one-phase push diffusion, GEAR uses the same mechanism to send exploratory data messages containing a destination
region towards that region. This avoids flooding by allowing data senders to push their information only to subscribers within
the desired region, which in turn will send reinforcements resulting in future data messages following a single path to the
subscriber. In Section 5.4.2, we present a field experiment showing a performance comparison of push diffusion with and
without GEAR using the PARC IDSQ application.

We have also implemented GPSR [26] in the filter framework as an alternative to GEAR.

4 Facilitating In-Network Processing

Filters are our mechanism for allowing application-specific code to run in the network and assist diffusion and processing.
Applications provide filters before deployment of a sensor network, or in principle filters could be distributed as maobile code
packages at run-time. Filters register what kinds of data they handle through matching; they are then triggered each time that
kind of data enters the node. When invoked, a filter can arbitrarily manipulate the message, caching data, influencing how
or where it is sent onward, or generating new messages in response. Uses of filters include routing, in-network aggregation,
collaborative signal processing, caching, and similar tasks that benefit from control over data movement, as well as debugging
and monitoring.

Filters use only one-way matching. A message entering a node triggers a filter if the attributes specified by the filter
match the attributes in the message, but it does not require matching in the other direction. This approach allows filters to

process data more generally with the publish-subscribe API.



The filter core is the system component responsible for interconnecting all hardware devices, applications, and filters.
Even though logically messages pass from filter to filter, in practice, all messages pass through the filter core, which shepherds
messages from filter to filter, according to filter priorities.

Priorities, defined at filter configuration, give a total ordering of all filters in a system. While message attributes select
which filters can process a message, priorities specify the order in which those filters act.

Priorities are needed because the attributes of an incoming message may match multiple filters. In this case, filter priorities
indicate which filter is invoked first. As described later in Section 2, once a filter receives a message, it has total control over
where the message will go next. A filter can pass the message to the next filter, modify the message and then send it, suppress
it, generate messages in response of it, etc. Filters can also use the filter API to override the order of message processing
by changing the priority field and/or messages attributes. Thus a knowledgeable filter can direct a message anywhere in the
diffusion stack. Since the contents or priority can change any time a message leaves a filter, all messages are always sent to

the filter core, not immediately to the next filter.

4.1 Implemented filters

In this section we describe the set of filters that we have implemented and designed. As shown in figure 4, the filter core
interacts with all filters (rectangles), applications (circles at the top right), and radio hardware (the lozenge at the bottom).
Solid and dashed rectangles represent existing and planned filters, respectively. The core is responsible for dispatching all
messages as they pass through the system and for suppressing duplicate messages.

Basic diffusion is implemented in the two-phase pull filter. This filter maintains gradients representing the state of
any existing flows to all neighbors and is responsible for forwarding data messages using reinforced paths, in addition to
periodically send out reinforcement messages and interests.

GEAR is a pair of filters that can optionally surround the two-phase pull filter to implement Geographic and Energy-Aware
Routing [34]. Lacking prior information (such as geographic information or prior saved state), basic diffusion floods interests
to all nodes in the network. GEAR overrides this behavior to forward messages with geographic assistance (interests are sent
basically toward their geographic destination, but around any holes in the topology). GEAR consists of two filters, a pre-
processing filter that sits above the two-phase pull filter to handle GEAR-specific beacon messages and to remove transient
geographic information on arrival, and a geographic routing filter that acts after the two-phase pull filter to forward interests
in a good direction.

Ben Greenstein and Xi Wang have each implemented versions of GPSR [26] as filters. GPSR, like GEAR, uses geographic
information to make informed neighbor selection when forwarding packets. One implementation was done as an extension
of diffusion (as described above), another as a stand-alone routing module (independent of diffusion).

Reliable Multi-Segment Transport (RMST) is a module that allows reliable transfers of large (multi-packet), uninterpreted
data across unreliable links [31]. RMST is being used to investigate the trade-offs among MAC, transport, and application
reliability. As a filter, it has two interesting characteristics. First, it caches data locally to support loss recovery, similar to

approaches taken in reliable multicast [15] and SNOOP TCP [3], but at all hops rather than at the end-points or at base-
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Figure 4: Current and planned filters in diffusion and how they interact.

stations only. Second, it implements a back channel, the reverse of the reinforced path created by the gradient filter. This
back channel is used to propagate negative acknowledgment messages from the receiver to the sender.

The information-driven tracking filter is an example of how application-specific information can assist routing, proposed
by researchers at Xerox PARC [35]. An important application of sensor networks is object tracking—multiple sensors may
collaborate to identify one or more vehicles, estimating their position and velocity. Which sensors collaborate in this case
is dependent on the direction of vehicle movement. They have proposed using current vehicle estimates (or “belief state™)
to involve the relevant sensors in this collaboration while allowing other sensors to remain inactive (conserving network
bandwidth and battery power). While GEAR uses generic (geographic) information to reduce unnecessary communica-
tion, the information-driven tracking filter uses application-specific information to further reduce communication. As other
applications are explored we expect to develop other application-specific filters similar to the information-driving tracking
filter.

One use of filters is logging information for debugging. We have implemented a logging filter for this purpose, and we are
considering implementing an ns-logging filter for simulator-specific logging. These filters are shown to the left of diffusion
stack because they can be placed between any two modules.

Although this architecture was built to explore diffusion-style routing, for debugging purposes we also developed support
for source routing. Source routing is provided as two filters: the source tagging filter functions similar to the logging

filters in that it can be configured anywhere in the diffusion stack. This filter adds a record of each node that the message

11



passes through, much like the t r acer out e command used on the Internet. The source routing filter provides the opposite
function. It takes a message that includes an attribute listing the path of nodes the message should take through the network
and dispatches it along that path. A design principle of directed diffusion is local operation—nodes should not need to know
information about neighbors multiple hops away. While source routing is directly opposite to this goal, it can be provided

within our software framework, and is still sometimes a useful debugging tool.

5 Evaluation

In this section we evaluate diffusion using simulations, and real-life experiments. We start by presenting simulation results
showing the performance impact of diffusion. Then, we describe nested queries, a new query model that reduces end-to-end
traffic by doing application-level aggregation using diffusion’s in-network processing capabilities. Later, we show examples

where application performance is highly affected by choosing the best diffusion algorithm.

5.1 Implementation experience

Several implementations of diffusion have existed in simulation and on several hardware platforms. Diffusion was first
implemented by Chalermek Intanagonwiwat in simulation with ns-2 [22]. The first implementations for native hardware
were for Linux/x86 (desktop computers) and WINSng 1.0 sensor nodes running Windows CE (Figure 5(c)). More recent
implementations added support for filters, PC/104 hardware with several kinds of radios (Figure 5(a)), and WINSng 2.0
nodes (Figure 5(d)) based on the SH-4 processor. The most recent release (3.2 as of this writing) includes nearly source-
compatible support for the ns-2 simulator.

Researchers at UCLA have implemented Tiny Diffusion. Tiny-diffusion is a simplified version of diffusion, which runs
on the resource-constrained Mica motes (figure 5(e)) running TinyOS [20] with a limited amount of memory and processing
power. Although it does not include support for filters, this simplified version does support attributes as well as a simplified
version of the publish/subscribe API. Different versions of tiny diffusion have implemented both two-phase and one-phase

pull diffusion.

5.2 Evaluation of Diffusion Design Choices

In this section, we use packet-level simulation to explore, in some detail, the implications of some of our design choices.
Such an examination complements and extends our description for the two-phase pull diffusion from Section 3.1. This
section describes our methodology, compares the performance of diffusion against some idealized schemes, then considers

impact of network dynamics on simulation. Please refer to [22] for a more detailed description of the simulations.
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(b) An Intel Stayton
(a) Our PC/104 node node (c) WINSng 1.0 node (d) WINSng 2.0 node

(e) UCB Mica-1 Mote

Figure 5: Diffusion hardware platforms. The mote supports only Tiny Diffusion.

5.2.1 Goals, metrics, and methodology

We implemented a vehicle tracking instance of directed diffusion in the ns-2 [2] simulator (the current ns release with
diffusion support can be downloaded from http://www.isi.edu/nsnam/ns). Our goals in conducting this evaluation study were
to: verify and complement our analytic evaluation, understand the impact of dynamics—such as node failures—on diffusion,
and study the sensitivity of directed diffusion performance to the choice of parameters.

We choose two metrics to analyze the performance of directed diffusion and to compare it to other schemes: mean
dissipated energy and mean delay. Mean dissipated energy measures the ratio of total dissipated energy per node in the
network to the number of distinct events seen by sinks. This metric computes the mean work done by a node in delivering
useful tracking information to the sinks. The metric also indicates the overall lifetime of sensor nodes. Mean delay measures
the mean one-way latency observed between transmitting an event and receiving it at each sink. This metric defines the
temporal accuracy of the location estimates delivered by the sensor network. We study these metrics as a function of sensor
network size.

In order to study the performance of diffusion as a function of network size, we generate a variety of sensor fields of
different sizes. In each of our experiments, we study five different sensor fields, ranging from 50 to 250 nodes in increments
of 50 nodes. Our 50 node sensor field generated by randomly placing the nodes in a 160m by 160m square. Each node
has a radio range of 40m. Other sizes are generated by scaling the square and keeping the radio range constant in order
to approximately keep the average density of sensor nodes constant. We do this because the macroscopic connectivity of a
sensor field is a function of the average density. If we had kept the sensor field area constant but increased network size, we
might have observed performance effects not only due to the larger number of nodes but also due to increased connectivity.
Our methodology factors out the latter, allowing us to study the impact of network size alone on some of our mechanisms.

The ns-2 simulator implements a 1.6Mb/s 802.11 MAC layer. Our simulations use a modified 802.11 MAC layer. To
more closely mimic realistic sensor network radios [25], we altered the ns-2 radio energy model such that the idle time power
dissipation was about 35mW, or nearly 10% of its receive power dissipation (395mW), and about 5% of its transmit power

dissipation (660mW). This MAC layer is not completely satisfactory, since energy efficiency provides a compelling reasons
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Figure 6: Directed diffusion compared to flooding and omniscient multicast.

for selecting a TDMA-style MAC for sensor networks rather than one using contention-based protocols [29]. Briefly, these
reasons have to do with energy consumed by the radio during idle intervals; with a TDMA-style MAC, it is possible to put the
radio in standby mode during such intervals. By contrast, an 802.11 radio consumes as much power when it is idle as when it
receives transmissions. In Section 5.2.3, we analyze the impact of a MAC energy model in which listening for transmissions
dissipates as much energy as receiving them.

Finally, data points in each graph represent the mean of ten scenarios with 95% confidence intervals. Please refer to [22]

for a more detailed description of the methodology used.

5.2.2 Comparing diffusion with alternatives

Our first experiment compares diffusion to omniscient multicast and flooding scheme for data dissemination in networks.
Figure 6(a) shows the average dissipated energy per packet as a function of network size. Omniscient multicast dissipates
a little less than a half as much energy per packet per node than flooding. It achieves such energy efficiency by delivering
events along a single path from each source to every sink. Directed diffusion has noticeably better energy efficiency than
omniscient multicast. For some sensor fields, its dissipated energy is only 60% that of omniscient multicast. As with
omniscient multicast, it also achieves significant energy savings by reducing the number of paths over which redundant data
is delivered. In addition, diffusion benefits significantly from in-network aggregation. In our experiments, the sources deliver
identical location estimates, and intermediate nodes suppress duplicate location estimates. This corresponds to the situation
where there is, for example, a single vehicle in the specified region.

Figure 6(b) plots the average delay observed as a function of network size. Directed diffusion has a delay comparable to
omniscient multicast. This is encouraging. To a first approximation, in an uncongested sensor network and in the absence
of obstructions, the shortest path is also the lowest delay path. Thus, our reinforcement rules seem to be finding the low

delay paths. However, the delay experienced by flooding is almost an order of magnitude higher than other schemes. This
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Figure 7: Impact of various factors on directed diffusion.

is an artifact of the MAC layer: to avoid broadcast collisions, a randomly chosen delay is imposed on all MAC broadcasts.
Flooding uses MAC broadcasts exclusively. Diffusion only uses such broadcasts to propagate the initial interests. On a sensor
radio that employs a TDMA MAC-layer, we might expect flooding to exhibit a delay comparable to the other schemes.

In summary, directed diffusion exhibits better energy dissipation than omniscient multicast and has good latency proper-

ties.

5.2.3 Effects of data aggregation

To explain what contributes to directed diffusion’s energy efficiency, we now describe two separate experiments. In both of
these experiments, we do not simulate node failures. First, we compute the energy efficiency of diffusion with and without
aggregation. Recall from Section 5.2.2 that in our simulations, we implement a simple aggregation strategy, in which a
node suppresses identical data sent by different sources. As Figure 7(a) shows, diffusion expends nearly 5 times as much
energy, in smaller sensor fields, as when it can suppress duplicates. In larger sensor fields, the ratio is 3. Our conservative
negative reinforcement rule accounts for the difference in the performance of diffusion without suppression as a function of
network size. With the same number of sources and sinks, the larger network has longer alternate paths. These alternate
paths are truncated by negative reinforcement because they consistently deliver events with higher latency. As a result, the
larger network expends less energy without suppression. We believe that suppression also exhibits the same behavior, but the

energy difference is relatively small.

5.2.4 Effects of radio energy model

Finally, we evaluate the sensitivity of our comparisons (Section 5.2.2) to our choice of energy model. Sensitivity of diffusion
to other factors (numbers of sinks, size of source region) is discussed in greater detail in [23].

In our comparisons, we selected radio power dissipation parameters to more closely mimic realistic sensor radios [25]. We
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re-ran the comparisons of Section 5.2.2, but with power dissipation comparable to the AT&T Wavelan: 1.6W transmission,
1.2W reception and 1.15W idle [32]. In this case, as Figure 7(b) shows, the distinction between the schemes disappears.
In this regime, we are better off flooding all events. This is because idle time energy utilization completely dominates the

performance of all schemes. This is the reason why sensor radios try very hard to minimize listening for transmissions.

5.3 Evaluation of In-Network Processing

Real-world events often occur in response to some environmental change. For example, a person entering a room is often
correlated with changes in light or motion, or a flower’s opening with the presence or absence of sunlight. Multi-modal
sensor networks can use these correlations by triggering a secondary sensor based on the status of another, in effect nesting
one query inside another. Reducing the duty cycle of some sensors can reduce overall energy consumption (if the secondary
sensor consumes more energy than the initial sensor, for example as an accelerometer triggering a GPS receiver) and network
traffic (for example, a triggered imager generates much less traffic than a constant video stream). Alternatively, in-network
processing might choose the best application of a sparse resource (for example, a motion sensor triggering a steerable camera).

Figure 8 shows two approaches for a user to cause one sensor to trigger another in a network. In both cases we assume
sensors know their locations and not all nodes can communicate directly. Part () shows a direct way to implement this: the
user queries the initial sensors (small squares), when a sensor is triggered, the user queries the triggered sensor (the small gray
circle). The alternative shown in part (b) is a nested, two-level approach where the user queries the triggered sensor which
then sub-tasks the initial sensors. This nested query approach grew out of discussions with Philippe Bonnet and embedded
database query optimization in his COUGAR database [6].

The advantage of a nested query is that data from the initial sensors can be interpreted directly by the triggered sensor,
rather than passing through the user. In monitoring applications the initial and triggered sensors would often be quite close to

each other (to cover the same physical area), while the user would be relatively distant. A nested query localizes data traffic
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Figure 9: Node positions in our sensor testbed. Light nodes (11, 13, 16) are on the 10th floor; the remaining dark nodes are
on the 11th floor. Radio range varies greatly depending on node position, but the longest stable link was between nodes 20
and 25.

near the triggering event rather than sending it to the distant user, thus reducing network traffic and latency. Since energy-
conserving networks are typically low-bandwidth and may be higher-latency, reduction in latency can be substantial, and
reductions in aggregate bandwidth to the user can mean the difference between an overloaded and operational network. The
challenges for nested queries are how to robustly match the initial and triggered sensors and how to select a good triggered
sensor if only one is desired.

Implementation of direct queries is straightforward with attribute-addressed sensors. The user subscribes to data for
initial sensors and when something is detected he requests the status of the triggered sensor (either by subscribing or asking
for recent data). Direct queries illustrate the utility of predefined attributes identifying sensor types. Diffusion may also make
use of geography to optimize routing.

Nested queries can be implemented by enabling code at each triggered sensor that watches for a nested query. This code
then sub-tasks the relevant initial sensors and activates its local triggered sensor on demand. If multiple triggered sensors are
acceptable but there is a reasonable definition of which one is best (perhaps, the most central one), it can be selected through
an election algorithm. One such algorithm would have triggered sensors nominate themselves after a random delay as the
“best”, informing their peers of their location and election (this approach is inspired by SRM repair timers [16]). Better peers
can then dispute the claim. Use of location as an external frame of reference defines a best node and allows timers to be
weighted by distance to minimize the number of disputed claims.

In the next section we evaluate nested queries with experiments in our testbed.

5.3.1 Goals and methodology

To validate our claim about the potential performance benefits of this implementation we measure the performance of an
application that uses nested queries against one that does not.
The application is similar to that described in Figure 8: a user requests acoustic data correlated with (triggered by) light

sensors. For this experiment, we used our testbed of 14 PC/104 sensor nodes distributed on two floors of I1SI (Figure 9). These
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Figure 10: Percentage of audio events successfully delivered to the user.

sensors are connected by Radiometrix RPC modems (off-the-shelf, 418 MHz, packet-based radios that provide about 13kb/s
throughput) with 10dB attenuators on the antennas to allow multi-hop communications in our relatively confined space. The
exact topology varies depending on the level of RF activity, and the network is typically 5 hops across. We placed the user
“U” at node 39, the audio sensor “A” at node 20, and light sensors “L” at nodes 16, 25, 22, and 13. It is one hop from the light
sensors to the audio sensor, and two hops from there to the user node. To provide a reproducible experiment we simulate
light data to change automatically every minute on the minute. Light sensors report their state every 2s (no special attempt
is made to synchronize or desynchronize sensors). Audio sensors generate simulated audio data each time any light sensor

changes state. Light and audio data messages are about 100 bytes long.

5.3.2 Nested queries benefits

Figure 10 shows the percentage of light change events that successfully result in audio data delivered to the user. (Data
points represent the mean of three 20-minute experiments and show 95% confidence intervals.) The total number of possible
events are the number of times all light sources change state and a successful event is audio data delivered to the user. These
delivery rates do not reflect per-hop message delivery rates (which are much higher), but rather the cumulative effect of
sending best-effort data across three or five hops for nested or flat queries, respectively.

This system is very congested and the network exhibits very high loss rates. Our current MAC is quite unsophisticated,
performing only simple carrier detection and lacking RTS/CTS or ARQ. Since all messages are broken into several 27-byte
fragments, loss of a single fragment results in loss of the whole message, and hidden terminals are endemic to our multi-hop
topology, this MAC performs particularly poorly at high load. Missing events translate into increased detection latency.
Although a sensor network could afford to miss a few events (since they would be retransmitted in the next time the sensor is
measured), these loss rates are unacceptably high for an operational system.

However, this experiment sharply contrasts the bandwidth requirements of nested and flat queries. Even with one sensor

the flat query shows significantly greater loss than the nested query because both light and audio data must travel to the

18



user. Both flat and nested queries suffer greater loss when more sensors are present, but the one-level query falls off further.
Comparing the delivery rates of nested queries with one-level queries shows that localizing the data to the sensors is very
important to parsimonious use of bandwidth. In an uncongested network we expect that nested queries would allow operation
with a lower level of data traffic than one-level queries and so would allow a lower radio duty cycle and a longer network

lifetime.

5.4 Application Performance with Different Diffusion Algorithms

In Section 3 we described a series of diffusion algorithms that were designed in response to application needs. This section
describes two applications developed or inspired by other researchers that benefit from push and GEAR, and it quantifies the

performance gains in switching diffusion algorithms.

5.4.1 One-phase push vs. two-phase pull diffusion

Our first application considers trade-offs in push against two-phase pull versions of diffusion. In two-phase pull, data sinks
are active, sending out interests, while sources are passive until interests arrive. By contrast, with push, data sources are
active, sending out data when it arrives. Push is designed for the case when there are many active sinks (listening for data),
but relatively few nodes actually generating data. A common case of this kind of application is where many nodes are
cross-subscribed to each other but mostly quiescent, all waiting for a triggering event to happen.

We explored this kind of application in the BAE sensor network testbed composed of 15 Sensoria WINSng 2.0 nodes.
(These are 32-bit embedded computers with megabytes of memory and two independent, frequency-hopping radios that
send data at about 20kb/s.) The application was inspired by applications at University of Wisconsin and PARC that employ
cross-subscription. However, because those applications were not available to us at the time, we implemented a comparable
application with a field of seven sensor nodes, all cross-subscribed to each other. When any one sensor changes state, all
sensors send their readings to a triggered node that aggregates these readings and sends the aggregated result to the user. To
control traffic, sensors were set to generate readings every 5s and to change state every minute.

Figure 11 shows a trace of communication rates across this experiment, where each point represents the number of packets
sent over the last 30s. Two things stand out about this graph. First, the application’s traffic is quite bursty. Second, push
(the dotted line) is able to consistently out-perform two-phase pull (the solid line), transferring the same data with about 60%
fewer messages.

Part of the saving in this experiment is because push is better suited to this application than two-phase pull. With many
nodes cross-subscribed to each other, each will be frequently sending out interested messages to the network. With push,
these interests are not sent; the only flooded messages are exploratory data.

If the sensors pushed relatively few detection events, the benefits of push would be greater still. In this case, data is sent

every 5s from each sensor to the others and so sensors are not quiescent.
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Figure 11: Push vs. two-phase pull diffusion with a cross-subscription application.

5.4.2 Geographic constraints

Researchers at Xerox PARC have suggested Information Driven Sensor Querying [13], an information-theoretic approach
to sensornet tracking. With their approach, one node (the leader) keeps track of the current target estimate. It periodically
computes which other sensor can add the most information about the target location and then transfers leadership to that node
through a process called state transfer. To keep system state consistent, leader election includes a suppression process where
a leader informs other nodes not to become active, duplicate leaders themselves. Suppression messages are sent when the
target is first detected and as it moves through the network. State transfer messages occur twice each second.

This application should benefit from push in the same way as the previous application (Section 5.4.1). In addition,
suppression and state transfer are both geographically-scoped actions. To investigate the benefits of geographically scoped
communications jointly with them we evaluated this application both with and without GEAR [34]. This application runs
over 18 WINSng 2.0 nodes in the PARC sensor network testbed. Sensor data in this case is generated by one or two human
pulling a cart with pre-recorded acoustic data mimicking a large vehicle. The first simulated vehicle starts at 120s, the second
at about 170s.

Figure 12 shows the message rates for this application. As can be seen, geographic scoping reduces message counts by
40%. This reduction is due to scoping of suppression messages. State transfer messages in this application are sent to a
single point and so are also geographically directed, however this early implementation of push with GEAR did not support
constraint of messages to a single point, only to regions, and so state transfer messages were flooded. We would expect a

larger reduction in control overhead now that push with GEAR constrains control traffic directed to a point.

5.4.3 Discussion

These case studies illustrate the importance of matching the application to an appropriate data dissemination algorithm.
They also illustrate the complexity of selecting the best algorithm for a given application. Application designers are

experts in their field, not networking, and so do not always have the best perspective to chose between several similar
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Figure 12: Push diffusion with and without GEAR over the IDSQ application.

algorithms. The effects of selecting a diffusion algorithm can easily be masked by application errors. Our comparison of
algorithms below is a first step to provide guidance to application designers, but an important area of future work is tools to
help visualize and debug communication patterns in distributed, sensor-network applications.

To some extent it is a misstatement to suggest that there is a best algorithm for a single application. A sophisticated appli-
cation like IDSQ has different patterns of communication in different parts of the application, and so requires different diffu-
sion algorithms for different parts of the application. This supports our claim that a range of general and application-specific
communication protocols are required for efficient data dissemination in sensor networks, both for different applications, and
even in a single application.

A more specific result of these field studies concerns the appropriate means to select between algorithms. We had
originally assumed that diffusion could infer the correct algorithm from the user’s commands. For example, if geographic
information was present, GEAR optimizations would be used. This approach proved too fragile for several reasons. First,
it is prone to error. A misconfigured set of attributes can be syntactically correct but will not select the intended algorithm.
The application will still run, but at greatly reduced performance. This problem is quite difficult to identify and correct,
because performance of a distributed system can be difficult to measure, poor performance can be due to many causes, and
the difference between correct code and incorrect is subtle. Second, as the number of alternative algorithms grow, it is no

longer possible to distinguish between them automatically. Often the choice between algorithms depends on characteristics of
the application known only to the programmer such as the communications patterns. A self-tuning system would be ideal, but
collecting information for tuning requires communication itself and so will add its own overhead. For these reasons we now
select algorithms explicitly as an attribute to publish and subscribe calls. We view the algorithm attribute as a programmer-

provided assertion, much as annotations are used in distributed-shared-memory systems (for example, Munin [11]).
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6 Related Work

Space constraints preclude a detailed summary of related work; for a more detailed study, see the related work sections of
prior papers [22, 18, 24, 17].

Our publish/subscribe APl was designed with researchers from MIT’s Lincoln Labs [14]. The approach was inspired
by prior, Internet-based publish/subscribe systems (examples include [28, 5, 27, 12]). The concept of formals and actuals
in matching is derived from Linda [10], and our application of attribute based naming to sensor networks was inspired by
SRM [16].

The diffusion approach to data dissemination can be compared to ad hoc routing protocols (Broch et al. survey several
protocols [9] including DSR and AODV). Unlike end-to-end Internet protocols, diffusion encourages in-network processing.
In-network processing in diffusion is similar to active networking [33], although the domain is quite different. DataSpace
provided geographic routing [21], but not tied with attributes.

In sensor networks, Piconet provided a fairly static system with devices, concentrators, and hosts [4]. SPIN evaluates
several variants of flooding for wireless sensor networks [19], and INS designed a naming system for Internet-based hosts [1].
Neither exploited in-network processing. COUGAR adopted database-like approach to sensor networks [6] and inspired our

approach to nested queries.

7 Conclusion

We have described directed diffusion, a data-centric approach to information dissemination for sensor networks. Building on
a publish/subscribe API and attribute-based naming, the diffusion primitives support a family of routing algorithms optimized
for different applications. Filters support in-network processing to allow applications to manipulate data as it flows through

the network.
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