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Abstract WLAN has strong potential to provide a perfect
broadband complement to the 3G wireless systems. This
has raised much interest in their integration. In this pa-
per, a novel architecture using the Network Inter-operating
Agent (NIA), and Integration Gateway (IG) is proposed to
integrate the 3G systems and WLANSs of various providers
that may not necessarily have direct service level agreement
(SLA) among them. The proposed architecture is scalable
as it eliminates the need for the creation of bilateral SLA
among the 3G and WLAN operators. In addition, inter-
system handover (ISHO) protocols using the concept of
the dynamic boundary area is proposed to support seam-
less roaming between 3G and WLAN. The dynamic bound-
ary area is determined based on the speed of the user and
WLAN cell size. The ISHO procedures are initiated when
a mobile user enters the boundary area of the WLAN and
are completed before the user leaves the coverage area of the
serving WLAN. This ensures that the roaming from WLAN
to 3G is transparent to the applications. The performance
evaluation shows that the proposed boundary area based
ISHO algorithm outperforms the existing 3G/WLAN ISHO
algorithms.
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1. Introduction

Third generation (3G) wireless systems and WLAN tech-
nologies are becoming the integral part of the wireless
communications. Currently, both technologies are operating
independently within their inherent limitations. For exam-
ple, 3G with ubiquitous coverage supports maximum data
rate of only 2 Mbps at a higher cost and WLAN provides
data rate up to 100 Mbps at extremely low cost, but only for
low mobility users and has local coverage.

The complementary nature of 3G and WLAN [3] has
attracted industry, academia, and standard bodies [1, 10] for
their integration. The integrated 3G/WLAN system keeps the
best features of both 3G and WLAN, i.e., global coverage
of 3G, and high-speed and low-cost of WLAN [21]. At the
same time, it eliminates the weaknesses of either system. For
example, the low data rate limitation of 3G can be overcome
when a WLAN coverage is available, through handover of
the user to the WLAN. Similarly, when the user moves out of
WLAN coverage area, it can be handed over to the overlaying
3G system. The basic idea is to use small-coverage area high-
bandwidth WLAN whenever possible else to use 3G.

In the literature several architectures have been proposed
to interconnect 3G and WLAN. These can be broadly classi-
fied into tight coupling (also known as emulator approach),
loose coupling (also known as Mobile IP approach), and
no coupling (also known as gateway approach) [24, 26]. In
the tight coupling architecture, the WLAN network appears
to the 3G system as either a radio access network (RAN)
in case of GPRS [1, 21, 24] or as a Packet Control Func-
tion (PCF) in case of cdma2000 [7]. This approach has the
advantages of low handover delay and reduced packet loss
[1, 24]. However, because both systems are tightly coupled,
it is not flexible and also independently operated WLANSs
cannot be integrated [7, 24]. Moreover, in this architecture
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all the packets go through the 3G network. Hence, the 3G net-
work becomes a bottleneck [24], and needs to be redesigned
to sustain the increased load [7].

In case of loose coupling architecture, mobility manage-
ment in the integrated 3G/WLAN system is handled using
Mobile IP (MIP) protocols [1, 7, 21]. This approach has
several advantages such as independent data path for WLAN
and 3G traffic, and independent deployment and traffic
engineering of WLAN and 3G [7]. However it suffers from
many shortcomings including triangular routing if route op-
timization is not performed [24], high handover delay [16],
packet loss, high update latency. Multi-tunnel technology
in Mobile IP is used in [16] to reduce the handoff delay
and packets loss. Loose coupling architecture requires the
authentication, billing, and mobility management mecha-
nisms of 3G and WLAN to inter-operate [7]. It also requires
that the 3G and WLAN systems have roaming agree-
ment [7].

The No coupling architecture treats 3G and WLAN as
peer-to-peer networks. In this case, the legacy mobility man-
agement schemes are used to handle intra-system roaming,
whereas, the inter-system roaming between two networks
having roaming agreement, is performed by a gateway. The
gateway converts control signals and routes data packets
between two networks for roaming users [23]. In [23] a gate-
way called virtual GPRS support node (VGSN) is used to
integrate 3G and WLAN.

All of the above architectures require the existence of
bilateral service level agreement (SLA) between the 3G and
WLAN operators. However, architectures requiring bilateral
SLA between different 3G and WLAN providers are not
feasible because of the following reasons. First, operators
have reservations to open their network interfaces to every
other operators. Secondly, each time a new operator deploys
its WLAN service, it has to be integrated to every other
existing operators networks separately. This requires changes
to the network infrastructures of all the existing operators.
Moreover, schemes requiring bilateral SLA are not scalable
[13].

Therefore, a new architecture is required to integrate
the 3G systems and WLANs of different providers who
may not necessarily have bilateral SLA among them. Once
such an architecture is designed the next challenge is to
support seamless roaming between the 3G and WLAN
networks.

In this paper, we propose a novel architecture to integrate
the 3G and WLANS of different providers with or without
bilateral SLA among them. We propose the use of a third
party, Network Inter-operating Agent (NIA), to integrate
these networks. Our architecture is scalable, i.e., can incor-
porate any number of 3G and WLANSs of different service
providers. We describe the security and billing mechanisms
for our architecture. We analyze both client assisted and
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network assisted approaches to provide seamless roaming
between 3G and WLAN; and advocate the latter as the pre-
ferred choice. Then we propose a novel network assisted
seamless roaming algorithm using the concept of dynamic
boundary area. We define steps for both WLAN to 3G and
3G to WLAN inter system handover (ISHO), and design the
associated protocols. In addition, we derive the mathematical
formulation of the dynamic boundary area size and carried
out the performance evaluation of the proposed network as-
sisted ISHO algorithm.

The rest of this paper is organized as follows. In
Section 2, we describe our architecture for the integration
of 3G and WLAN. We propose a network assisted algo-
rithm to implement seamless roaming from WLAN to 3G in
Section 3. We present a detailed description of the ISHO
protocols in Section 4, followed by performance analysis in
Section 5. Finally, the advantages of our architecture and
boundary area based 3G/WLAN ISHO algorithm are sum-
marized in Section 6.

2. The NIA based 3G/WLAN integrated
architecture

Our 3G/WLAN integrated architecture is shown in Fig. 1,
consisting of cdma2000! networks of two different providers
(A and B), their WLANSs, and WLAN deployed by a wireless
Internet service provider (WISP). It may be noted that our
architecture can integrate any number of cdma2000 networks
of different providers and their WLANSs; other 3G networks
of different operators and their WLANS; and also any number
of WLANS of different WISPs. We define two new entities
Network Inter-operating Agent (NIA) and Interworking
Gateway (IG) that are shown in Fig. 1.

Architectures requiring bilateral SLA among different 3G
and WLAN providers are not feasible because of the reasons
mentioned earlier. We propose the use of a third party to inte-
grate the 3G and WLANS of different service providers.The
NIA in our architecture is the third party and it resides in
the Internet. A WLAN provider does not have to create sep-
arate bilateral SLA with every other 3G operators. Instead
it offers roaming service to users of several 3G operators
with only one SLA with the NIA. The NIA handles the
authentication, billing and mobility management issues of
inter-system roaming. Currently, the Authentication, Autho-
rization, and Accounting (AAA) broker networks support
authentication and billing for users belonging to different
service providers. But they can not handle the mobility man-
agement issues, and hence, can not be used as the third

' We use cdma2000 as the reference 3G network to explain our archi-
tecture. Our architecture can also integrate other 3G networks such as
UMTS. We use the terms 3G and cdma2000 interchangeably in the rest
part of this paper.
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party. NIA has service level agreements (SLAs) with 3G and
WLAN operators. In this work we focus on NIA’s role related
to mobility management in the integrated 3G/WLAN envi-
ronment. We also describe how authentication and billing
are supported. The sub-systems of the NIA are shown in
Fig. 2 (a).

® The authentication unit is used to authenticate the users
moving between 3G and WLAN belonging to two different
service providers (refer to Section 2.1.1).

® The accounting unit handles the billing issues between 3G
and WLAN as discussed in Section 2.1.2.

e The operators database stores information about the
3G and WLAN operators who have SLAs with the
NIA.

® The handover management unit decides if the MT’s> ISHO
request should be granted or not. For this, it derives the

2 We use the terms mobile user and mobile terminal (MT) interchange-
ably in this paper.

I1G
(b)

Network Access Identifier (NAI) from the Mobile IP Reg-
istration Request message and verifies with the operators
database for the existence of SLA with the home operator
of the MT. When applicable it also acts as the mediator
between 3G and WLAN, e.g., for transfer of user service
profile from the 3G to WLAN. Moreover, it stores the lo-
cations of the WLANS of various providers and assists the
MTs to learn about the available WLANS in their vicinity.

The Integration Gateway (IG) functions as the gateway
between the WLAN domain and the Internet. Its sub-systms
are shown in Fig. 2(b).

® The mobility management unit implements the mobile IP
[17] (MIP) functionalities using the MIP foreign agent
(FA).It also has a seamless roaming module which imple-
ments the network based mobility management for seam-
less roaming of users between 3G and WLAN networks
as discussed in Section 3.
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¢ ]G implements traffic monitoring function in its traffic
management unit by discarding the packets coming from
unauthorized users.

o The authentication unit and accounting unit provide au-
thentiction service and billing support, respectively, to the
roaming users (refer to Section 2.1.

The sub-systems of IG other than the seamless roaming
module, shares functionalities of IOTA gateway proposed in

[7].
2.1. Security and billing

The proposed 3G/WLAN integrated architecture provides
WLAN operators means to verify the legitimacy of the roam-
ing users. It also provides the operators with suitable billing
mechanisms.

2.1.1. Security

Our proposed security architecture for the third party based
3G/WLAN integration is shown in Fig. 3, where the Foreign
Network (FN) is a WLAN network and MT’s Home Network
(HN) is a 3G network. This architecture glues the security
architectures of WLAN and 3G through Authentication Unit
(AU) of NIA (AU_NIA). The use of AU_NIA eliminates the
need for any direct security association/agreement between
WLAN and 3G networks. Both WLAN and 3G networks
have separate security association/agreement with AU_NIA.
Thus, AU_NIA functions, in essence, as a trusted third party
for authentication dialogs between WLAN and 3G, which

Foreign Network (FN) Home Network (HN)

HLR

- SS7link

-a—® Existing security association

- —

MIP security association to be created

AU —> Authentication Unit

Fig. 3 The proposed security architecture for NIA based 3G/WLAN
integrated architecture

2 Springer

do not have security agreement with each other. The working
principle of this third party based security architecture is
as follows. When a mobile user requests service from a
foreign WLAN network and the WLAN determines that it
has no SLA with user’s home 3G provider, it forwards the
request to AU_NIA to authenticate the user. Then, AU_NIA
talks to user’s home 3G provider and mediates between 3G
and WLAN for authentication message exchanges. Once
the user is authenticated, AU_NIA also creates security
associations/keys required between different network enti-
ties. Finally the 3G and WLAN networks will be mutually
authenticated, and will have session keys for secured data
transfer.

We integrate the authentication and Mobile IP registra-
tion processes as defined in [13]. The architecture in Fig. 3
shows the existing security associations along with the re-
quired MIP security associations so that the Foreign Net-
work (FN) will be able to deliver services to the roam-
ing MT. We use IEEE 802.1x port access control stan-
dard [15] for end-to-end mutual authentication between a
MT and its home AAA server (AAAH). IEEE 802.1x uses
a special frame format known as Extensible Authentica-
tion Protocol (EAP) over LAN (EAPOL) for transportation
of authentication messages between a MT and an access
point (AP). EAP [6] over RADIUS [19] or Diameter [8] is
used for the transportation of authentication messages be-
tween other entities. When the MT roams into a foreign
WLAN domain authentication and MIP registration are car-
ried out as described below. The signaling messages for this
are shown in Fig. 4. Here, we use EAP-SIM [12] to illustrate
the authentication process. Note that any other authentica-
tion schemes, e.g. EAP-AKA [4], EAP-SKE [20], EAP-TLS
[2] etc. can also be used.

1) When the MT hears Mobile IP (MIP) Agent Advertise-
ment containing Mobile IP Challenge/Response extension
[18], it sends MIP Registration Request including Mo-
bile IP Challenge/Response extension and Mobile-AAA
Authentication extension (as defined in [18]) to the FA
located in IG. The MT also includes a SIM Key Request
extension [11] and a Network Access Identifier (NAI) [9],
e.g. MT@relam, in its MIP Registration Request. The
SIM Key Request extension contains a random number
(NONCE_MT) picked up by the MT, which is used for
new authentication key generation as discussed later in
this Section.

2) When the FA receives the MIP Registration Request and
finds the Mobile-AAA Authentication extension, it learns
that the MT is a roaming user and forwards the MIP Regis-
tration Request to the Authentication Unit of IG (AU_IG).
Based on the NAI in the MIP Registration Request, the
AU_IG recognizes that the WLAN operator does not have
direct SLA with the MT’s Home Network (HN) and



Wireless Netw (2006) 12:733-745 737

MT FA AU_IG AUNIA AAAH HLR HA
MIP Agent Adv. + Challenge

MIP Reg. Req. + Challenge + Auth. Ext.

MIP Reg. Req. + Challenge + Auth. Ext.

MIP Reg. Req. + Challenge + Auth. Ext.

Calculation of
MAC_RAND

MIP Reg. Reply + SIM Key Reply Ext.

MIP Reg. Reply + SIM Key Reply Ext.

MIP Reg. Req. + Auth. Ext.+ SRES Ext.

MIP Reg. Req. + Auth. Ext.+ SRES Ext.

Calculati
MT-FA securi

MIP Reg. Reply + Auth. Ext +
MT-FA security key

MIP Reg. Req. + Auth. Ext.+ SRES Ext.

MIP Reg. Req. + Auth. Ext.

MIP Reg. Reply + Auth. Ext.

MIP Reg. Reply + Auth. Ext.

MIP Reg. Reply + Auth. Ext +
MT-FA security key

MIP Reg. Reply + Auth. ext.

forwards the MIP Registration Request to the Authen-
tication Unit of NIA (AU_NIA), either directly or through
other AAA proxies.

3) The AU_NIA examines the NAI of the received MIP

Registration Request message and forwards it to MT’s
Home AAA server (AAAH). Once, AAAH receives the
MIP Registration Request containing the SIM Key Re-
quest extension, first it verifies the Mobile-AAA au-
thentication extension. If the authentication is success-
ful, it contacts MT’s home 3G network elements over
SS7 network and obtains n number of triplets (RAND,
SRES, Kc). Then it forwards a copy of these triplets to
AU_NIA.

4) When AU_NIA receives n triplets it derives a MT_AAAH

key (Kmr_aaan) and calculates message authentication
code (MAC) for the RANDs (MAC_RAND) using [11]

Kwmr_aaau = h(n x Kc|[NONCE_MT)
and MAC_RAND = PRF(Kwmt_aaAH, @) (1)

where « is n * RAND | key lifetime; and /() and PRF()
denotes a one-way hash function and a keyed pseudo-
random function, respectively. Then, AU_NIA sends the
RANDs and MAC_RAND to AU_IG, which forwards
those to FA. The FA sends a MIP Registration Reply mes-
sage to the MT containing a SIM Key Reply extension. The

Fig. 4 The authentication signaling messages for 3G/WLAN integrated architecture

MIP Registration Reply reply message also contains the
RANDs, MAC_RAND, and the remaining key lifetime.
The MT derives the corresponding SRES and Kc values
using its SIM card and the received RAND:s. It also calcu-
lates (Kvt_aaan) and MAC_RAND using (1). It validates
the authenticity of RANDs by comparing the calculated
MAC_RAND with the received MAC_RAND. Thus, con-
firming that the RANDs are generated by its HN. If the
MAC_RAND is valid, the MT calculates a MAC for its
SRES values using [11]

MAC SRES = PRF(Kwmt_aaaH, 1t * SRES) 2)

The MAC_SRES is used by AU_NIA to know if the SRES
values are fresh and authentic. The MT also generates se-
curity association keys; (Kyvr_ga ) for the FA and (Kvit_pa)
for the HA using [11]

Kyt pa = PRF(Ky7_aaan, Addra)
and  Kwmr_na = PRF(Kyr_aaan, Addua) 3)

where Addrs and Addya are the IP address of FA and
HA, respectively. These keys are used to authenticate
subsequent Mobile IP registrations until the key lifetime
expires.
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5) Now, the MT resends MIP Registration Request message
to the FA containing SRES extension [11] and Mobile-
AAA Authentication extension. When FA detects the pres-
ence of Mobile-AAA Authentication extension, it forwards
the MIP Registration Request message to AU_IG, which
forwards it to AU_NIA. AU_NIA calculates MAC_SRES
and compares that with the received MAC_SRES. If valid,
it forwards the MIP Registration Request message to the
AAAH. After successful authentication AAAH forwards
the MIP Registration Request containing Ky pa (cal-
culated using (3)) to the HA. The HA carries out the
registration for the MT as defined in [17] and sends MIP
Registration Reply to AAAH, who forwards it to AU_NIA.
AU_NIA calculates MT-FA security key, Kyr_ga , and for-
wards the MIP Registration Reply (containing Kyr_ga and
the Kc keys) to AU_IG. AU_IG forwards it to FA. FA ex-
tracts Kyr_ra and the Kc keys and send a MIP Registration
Reply to the MT. The Kc keys are used for secure data
transfer between the MT and FA providing confidential-
ity and integrity to the data traffic. If necessary a FA-HA
security association key can be generated by AU_NIA us-
ing (4) and distributed to the FA and HA as a part of
authentication process.

Kra_ A = PRF(Ky1_ssan, Addpa, Addya) (€]

2.1.2. Billing

Once the MT is authorized by the WLAN, Accounting Unit of
Integration Gateway (IG) (ACU_IG) maintains a per user ac-
counting record based on the charging policy of the WLAN
provider (e.g., connection duration, amount of data trans-
fered etc.). It transfers the accounting information either on
per session basis or in real-time to the AAAL server of the
WLAN domain. The AAAL server collects and consolidates
the accounting information for the MT and forwards it as
WLAN access call detail records (WLAN CDRs) to the Ac-
counting Unit of NIA (ACU_NIA), which converts it to the
CDR format supported by MT’s home network and forwards
the final CDRs to the AAAH for billing the user.

2.2. Hierarchical NIA

In our architecture, the NIA is involved only during the
ISHO process and transfers the control signals between 3G
and WLAN. Once the ISHO is over, the data traffic of
the roaming users do not go through NIA as discussed in
Section 4. Therefore, the load on NIA is limited. We propose
hierarchical NIA structure to integrate the 3G and WLAN
networks globally. In this hierarchical structure, first the 3G
and WLAN networks of various providers are integrated at
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the regional (e.g. city) level through first tier NIAs. These
regional NIAs of a particular country or several countries
are then integrated through second tier NIAs, followed by
the integration of second tier NIAs through third tier NIAs
to realize global 3G and WLAN integration. Exact number
of tiers and number of NIAs at each tier depend on several
factors, such as number of 3G and WLAN providers in that
tier, number of roaming user etc. Determination of the num-
ber of NIAs required for a particular deployment scenario
can be carried out. This is beyond the scope of this paper. In
this hierarchical NIA structure, a 3G or WLAN operator only
need to have SLA with the nearest first tier (aka regional)
NIA operator to be able to provide its subscribers with global
WLAN access.

3. Network assisted algorithm for seamless roaming
from WLAN to 3G

3G coverage overlaps the coverage area of WLANSs. This
means that there is no possibility of connection loss during
a 3G to WLAN ISHO. On the other hand, during a WLAN
to 3G ISHO if the MT moves out of WLAN coverage be-
fore the successful completion of ISHO procedures, it will
encounter a connection loss. A client assisted algorithm us-
ing the received signal strength (RSS) and the priority of
the 3G/WLAN interfaces, is proposed in [7] to implement
seamless roaming from WLAN to 3G. The mobile client
monitors the RSS of WLAN and switch to 3G when it goes
below a threshold. A FFT-based technique is proposed in
[27] to trigger a handover from WLAN to 3G when the
RSS goes below a threshold value. In these approaches the
ISHO procedures must be completed before the WLAN RSS
goes from the threshold value to RSSyn, i.e., the minimum
RSS required for successful communication with a WLAN
AP. Else the ISHO process will be unsuccessful and MT
will loose its connections. This can happen when the MT is
near the boundary of a WLAN and drives out the WLAN
coverage area very fast before it is handed over to the 3G
system (for example when a user is driving away from the of-
fice/airport/campus parking lot, while accessing the WLAN
over there). Moreover, in these algorithms, the mobile client
always monitors the RSS of the WLAN and 3G interfaces
to decide about a possible ISHO. This adds significant un-
necessary processing especially when the MT stays inside
the WLAN for a long time. This extra processing is costly
for power constrained devices such as PDAs, 802.11 phones
etc. A typical WLAN user stays inside a WLAN for a long
time, especially in offices, universities, airports, shopping
malls etc. Therefore, it is unnecessary to carry out the ex-
tra processing of monitoring the RSS of the available 3G
interface unless the MT is anticipated to move out of the
serving WLAN.
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We propose a network assisted approach to carry out
seamless roaming between 3G and WLAN that eliminates
the shortcomings of the above client assisted approaches. We
implement this in the seamless roaming module of IG. When
the seamless roaming module learns that the MT starts get-
ting served by a boundary access point (AP), an AP serving
a boundary cell of WLAN, it anticipates that the MT may
move out of the WLAN coverage area in the near future.
Then it estimates the right time to initiate the ISHO process
to ensure a successful handoff from WLAN to 3G. The IG
determines the right time for WLAN to 3G ISHO initiation
using the concept of dynamic boundary area as shown in
Fig. 5. The WLAN to 3G ISHO is initiated when an MT en-
ters the boundary area. The size of the boundary area (Lpa)
is a function of MT’s QoS requirement (g), speed (v) and
network state (s) as shown in (5).

LBA = f(q’ v, S) (5)

For simplicity, in this work we consider only MT’s speed
to estimate the size of the boundary area. It may be noted that
this estimate can be easily extended to incorporate the QoS
and network state information. We estimate Lgy such that
ISHO procedures are completed before the MT crosses the
WLAN coverage area. Let the time required to complete the
ISHO process be 7. During this time an MT with high speed,
will travel more distance compared to a slow moving MT.
Hence, the ISHO process must start from a farther distance
from the boundary of WLAN for a fast moving MT compared
to a slow moving one. Therefore, when the speed of the MT
is higher the size of boundary area is larger compared to a
lower speed case. Detailed procedure to calculate the size of
this boundary area is described in Section 5.1. We extend the
boundary area beyond the WLAN coverage, such that it is
symmetric around the WLAN coverage area. The boundary
area beyond the WLAN coverage area is used to avoid the
ping-pong effect as described in Section 4.

We use Inter-Access Point Protocol (IAPP) (IEEE Std
802.11f/D5) [14] to detect the association of a MT with a

3G

/LAN

Boundary area
VLA!

of WLAN

Fig. 5

Dynamic boundary area between WLAN and 3G

boundary AP. When a MT enters the coverage area of a
new AP, it initiates a handover to the new AP. Then, the
APME (Access Point management entity) sends the JAPP-
ADD .request message to the IAPP entity of that AP. When
the IAPP receives an IJAPP-ADD .request message, it sends
an IAPP ADD-notify packet and a Layer 2 Update Frame to
the IAPP IP multicast address. This multicast group consists
of APs and Layer 2 interworking devices, e.g. bridges and
switches of the WLAN domain. The Integration Gateway
(IG) is a part of this multicast group and hence, it receives
the IAPP ADD-notify packet and the Layer 2 Update Frame.
Upon their receipt, in addition to the functions defined in
TIAPP, the IG also determines if the new AP to which the
MT moved, is a boundary AP. For this, the IG maintains
a table containing the BSSIDs of the boundary BSSs and
the IP address of the corresponding APs. The BSSIDs of
the boundary BSSs are available during the WLAN deploy-
ment. The mapping between the boundary BSSIDs and the
IP addresses of the corresponding APs is done using a RA-
DIUS exchange or locally configured information as defined
in [14]. When the IG receives an IAPP ADD-notify packet, it
checks its Boundary BSSIDs Table. If there is an BSSID in
this table with the IP address of the AP received in the IAPP
ADD-notify packet, then learns that the MT has moved to a
boundary AP.

4. Inter-system handover protocols

In 3G/WLAN integrated system ISHO can be from WLAN
to 3G (henceforth referred as WG_ISHO) or from 3G to
WLAN (henceforth referred as GW_ISHO). We divide the
entire ISHO process into four phases: Initiation, Prepara-
tion, Start, and Completion. In the Initiation phase, the ISHO
process is initiated. Once initiated, the Preparation phase
prepares the MT for a possible ISHO. Resource allocation
in the next system, and alternative route set up are carried
out in the Preparation phase. Finally, the network decides
when to begin the handover and executes the Start phase,
which is followed by the Completion phase. We describe
the ISHO protocols in reference to Fig. 1. The ISHO proto-
cols for GW_ISHO are described first followed by those for
WG_ISHO.

4.1. ISHO protocols for 3G to WLAN handover

When the MT is served by 3G (e.g. cdma2000), its WLAN
interface goes to passive scan mode (where the MT spends
only little power) to search for an available WLAN coverage.
The MT can avoid the use of passive scan mode to save power
and learn about the available WLANS in its vicinity using
the handover management unit of the NIA. When an MT
served by 3G detects the presence of a WLAN, it initiates
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a handover to the WLAN, i.e., GW_ISHO. The GW_ISHO
protocols are illustrated in Fig. 6. These are explained below.

(1) Initiation. When an MT detects the presence of a
WLAN, it listens for Mobile IP (MIP) Agent Adver-
tisement message or sends an MIP Agent Solicita-
tion message [17]. It initiates a GW_ISHO by send-
ing an MIP Registration Request message to the
FA, located in the IG of the corresponding WLAN
domain.

(2) Preparation. The Preparation phase starts once FA re-
ceives the Registration Request. It carries out the mobile
IP registration along with the authentication and autho-
rization operations as discussed in Section 2.1.

(3) Start. The Start phase is started after the successful reg-
istration of the MT with the WLAN. In this phase the MT
maintains simultaneous registrations [17] with 3G and
WLAN networks as long as it is in a boundary cell of the
WLAN. The MT starts receiving packets from its corre-
spondant nodes (CNs) through both 3G and WLAN. But
it sends all its traffic through WLAN to take advantage
of the higher data rate of WLAN [25]. The CNs commu-
nicate with the MT using the MIP procedures [17]. The
packets from the CNs are first intercepted by the HA.
The HA encapsulates the packets destined for the MT
and tunnels those at its care-of-addresses (CoAs). When
the MT moves into a non-boundary cell of WLAN, it
deregisters from the 3G network. The simultaneous reg-
istration during MT’s stay in the boundary WLAN cell
eliminates the need for a WLAN to 3G handover if the
MT moves back to 3G network. Hence, ping-pong effect
during ISHO is reduced.

(4) Completion. When the IG learns that the MT is no longer
in a boundary cell of WLAN, it sends a release message
(Release) to the MT. The MT acknowledges to this using
Release_confm message and deregisters from the 3G
network. Then MT’s 3G interface goes to the off state.

4.2. ISHO protocols for WLAN to 3G handover

We describe different phases of WLAN to 3G handover
(WG_SHO) below using Fig. 7.

(1) Initiation. When an MT moves into a WLAN boundary
cell, the seamless roaming module of 1G anticipates a
possible ISHO of the MT into the overlaying 3G sys-
tem. It estimates the boundary area length (Lp,4) for the
MT as discussed in Section 5.1 and starts to monitor
the RSS on both 3G and WLAN interfaces. When the
WLAN RSS goes below a dynamically selected thresh-
old value (S;;) (as discussed in Section 5.1), the IG
sends an Inter-system handover warning (ISHO_warn)
message to the MT. Upon the receipt of this message the
MT starts the ISHO procedures for its possible handover
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to 3G while continuing its ongoing connections with the
WLAN.

(2) Preparation. In the Preparation phase, the MT regis-
ters with the 3G network using MIP registration proce-
dures. If the 3G network does not belong to MT’s home
provider, then 3G roaming protocols are used for this
registration. MT also maintains its registration with the
WLAN using simultaneous mobility binding to both 3G
and WLAN networks.

(3) Start. After successful registration with 3G, the MT starts
receiving packets from its CNs through both 3G and
WLAN. But it sends all its traffic through WLAN as
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long as it is within the WLAN coverage area. As the MT
is registered with the 3G, its ongoing communications
can be immediately switched to 3G when it moves out
of WLAN. This ensures a seamless ISHO.

(4) Completion. Once the MT moves out of the WLAN
coverage, it uses 3G. The IG keeps MT’s registration
with WLAN active for a timeout duration equal to L%,
where Lp4 is the boundary area length and v is the user
speed. In this way IG virtually extends the boundary area
beyond WLAN’s coverage area. If the MT moves back
to the WLAN coverage within this time, there is no need
to call for GW_ISHO procedures.

5. Performance evaluation

We derive the mathematical formulation for the length of
the dynamic boundary area as a function of users’ speed.
We compare the WG_ISHO failure probability of our dy-
namic boundary area based ISHO algorithm with the fixed
RSS based ISHO algorithm that monitors the RSS of both
WLAN and 3G interfaces and initiates a WG_ISHO when
the difference of RSS of the interfaces goes below a thresh-
old value. Moreover, we evaluate power consumption and
the cost associated with false WG_ISHO initiation for these
algorithms. We refer to the boundary area based ISHO al-
gorithm and fixed RSS based algorithm by BA_ISHO and
FRSS_ISHO algorithm, respectively.

5.1. Dynamic boundary area length estimation

We assume that while being served by a boundary AP, an
MT may enter the boundary area at any point P; along the

boundary area

WLAN coverage

a boundary cell

Fig. 8 The boundary region of a WLAN network

line AC (as shown in Fig. 8) with equal probability. We
further assume that user’s speed (v) and direction of mo-
tion (#) are uniformly distributed in [Viin, Vmax] and [—m,
m], respectively. As the WLAN coverage area is usually
much larger than the size of a WLAN cell, we assume
that the region ABCD is rectangular. It may be noted that
this assumption does not introduce any noticeable error
to our analytical model. As 6 is uniformly distributed the
user may move out of the WLAN coverage at any point
P, along the cell boundary BD (as shown in Fig. 8) with
equal probability. Therefore, probability density function
(pdf) of the locations of P; and P, are given, respectively,
by

L for0<y <d
_Ja ==
fr(y) = { 0 otherwise,
L foro<y, <d
and fr,(y2) = { 8 otherv;isyé - ©

where d is the length of WLAN cell as shown in Fig. 8. Since
the locations of P and P, are independent from each other,
their joint pdf is given by,

1

— forO0 <y, y»<d
fefe(y) = {82 =02

otherwise.

)

We denote the distance between two random locations of
Py and P, by L = IPy—Py;|. The probability that L </ can
be derived using the following integral [5],

P(L<I])= /fg fe fe,(y1, y2)dy2dy ®)

where 2 is the space of locations of P; and P, such that
L <!l and x <[ < +/x?+d? , where x is the length of the
boundary area. P(L <I1)=0 for/<xand P(L <[)=1
for | > +/x% + d? . We can observe that (8) can be rewritten
as

| [ VPR Py
PL<D=— / /
0 0

A== P4y
e |

e e,
d d
+/ / dy, dy,
I )Ty,
2 12— x2
=V g

for x<l<yx2+d? ©)]
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The pdf of / can be derived by taking the derivative of (9)
and is given by
21 d
|- 1) for x </ <+x2+d?
i =1 & <~/—12 e
0

otherwise
(10)
The amount of time a user will take to travel the distance
between the points P and P, is T = % The pdf of T is given
by

Jr@) = vfp(vr)

203t d X Vx4 d?
———1) for - <t<—n—
d* \v22 —x2 v v

0 otherwise

Y

Using (11), the WG_ISHO failure probability is given by

Vxr+d?
1 fort > ——
v
N
prt <t)= —
pr= V2172 — X2 X Vx4 d?
2 - for - <71<———
d v v
0 fort < —
v
(12)

where 7 is the WG_ISHO signaling delay and pt (t < 1)
is the probability that + < 7. The Eq. (12) shows that zero
probability of WG_ISHO failure is achieved for x > v 1.
Moreover, to guarantee a non-zero WG_ISHO failure ( 0 <
pr < 1) the required value of x can be estimated using,

x =t +dpy —2+2/T— pp)l (13)

(13) is derived from (12) for a particular value of p; such as
0<pr<l

The value of x that is estimated in (13) is the required size
of the boundary area, Lg4. We determine the WLAN RSS at
the entrance of the boundary area, i.e., the RSS at a distance
Lps from the boundary of the WLAN coverage, using the
path loss model given by [22]

RSS(x) [dBm] = RSS(xo) [dBm]

—108log,, (%) +e [dB] (14)
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Fig. 9 The value of Sgp vs. speed for different value of WG_ISHO
signaling delay

where B is the path loss co-efficient, RSS(x) and RSS(xp)
are the RSS at distance of x and a reference distance (x),
respectively, from an AP. € [dB] is a zero-mean Gaussian
random variable with standard deviation o (typical value
of o is 6 to 8 dB) that represents the statistical variation
in RSS(x) caused by shadowing. Using (14) the RSS at the
entrance of boundary area that we refer as dynamic RSS
threshold (Sg,) is given by

Sawn [dBm] = RSSmin [dBm]

d
+10,3 loglo (m

) +e[dB] (15

where RSS,,;;; is the minimum RSS required for the MT to
communicate with an AP, i.e., the RSS at the boundary of a
WLAN cell. In BA_ISHO the WG_ISHO is initiated when
WLAN RSS goes below S ;. We use 914 MHz Lucent Wave-
LAN DSSS radio interface for which RSS,,,;,, (i.e., RXThresh)
is —64 dBm and § = 4 for our simulation. Figure 9 shows
that the value of S, increases as the speed increases for a
particular value of t. This is because ISHO must be started
earlier for the fast moving users. Moreover, for a particu-
lar speed value Sy, is increases as T increases as shown in
Fig. 9 as the WG_ISHO procedures must be initiated earlier
for higher values of 7.

5.2. WG_ISHO failure probability

To analyze the WG_ISHO failure probability, we assume that
the target WG_ISHO failure probability is p; = 0.02. The
WG_ISHO failure probability for the BA_ISHO is given by
(12) for different values of speed. FRSS_ISHO uses a fixed
value of RSS threshold (RSS;). Therefore, the WG_ISHO is
initiated effectively at a distance Ly from the boundary of the
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Fig. 10 WG_ISHO failure probability of BA_LISHO algorithm vs
FRSS_ISHO algorithm

WLAN coverage where Ly is given by

ARSSy +E)

L, =d|:1 - 10_( 108 (16)

where  ARSS; = RSSy — RSSmin.  Therefore,  the
WG_SHO failure probability for FRSS_ISHO algo-
rithm can be calculated using x = Ly in (12). The WG_ISHO
failure probability for BA_ISHO and FRSS_ISHO al-
gorithms is shown in Fig. 10 for t = 0.5 seconds The
results show that for FRSS_ISHO algorithm p; depends
on the speed and the value of the RSSy used. Therefore,
the target py is achieved only for certain speed values.
On the other hand, for BA_ISHO algorithm, py is always
limited to the target p; of 0.02 and is independent of speed.
Figure 10 shows that for FRSS_ISHO algorithm a higher
value of RSSy reduces pr. However, in this case the false
handoff initiation probability (p,) increases as discussed in
next.

5.3. False WG_ISHO initiation probability

In BA_ISHO and FRSS_ISHO algorithms the WG_ISHO
is initiated when the RSS goes below a certain threshold
value (either fixed threshold or dynamically selected thresh-
old). This implies that the WG_ISHO is initiated from a
particular distance from the boundary of the WLAN cover-
age. The distance is dynamically chosen for BA_ISHO algo-
rithm and is a fixed value for FRSS_ISHO algorithm. From
Fig. 8, it is clear that when started from a distance x from
the boundary of the WLAN the need for WG_ISHO arises
only if the MT’s direction of motion from P; is in the range
[—62, 681]. Otherwise, the WG_ISHO initiation is a false one.
Therefore, the probability of false WG_ISHO (p,) is given

0.66

0.64

probability
o
[=2]
S
T

=4
o
T

o

@

©
T

—— BA_ISHO
o FRSS_ISHO (RSS, = -62.64 dB)

(RSS;
_« FRSS_ISHO (RSS, = —62.16 dB)
. FRSS_ISHO (RSS, = ~61.43 dB)
.« FRSS_ISHO (RSS, = ~60. 91 dB)

False WG_ISHO initiation

0.54 I I I I I I I I I
4 6 8 10 12 14 16 18 20 22 24

Velocity (v) in km/h
Fig. 11 WG_ISHO false initiation probability
by
1 [4(6,+6,
e =1—= d
P d/o ( 27 ) Y
- e (U)o (14 % 17)
=1— —arctan | — ——In —
T X 2nd x2

The value of p, can be calculated for BA_ISHO and
FRSS_ISHO algorithms by using x = Lg4 and x = Ly, re-
spectively. Figure 11 shows that for FRSS_ISHO p, depends
on the value of RSSy. p, is higher for larger value of RSS;.
Therefore, it is not a good idea to use a unnecessarily large
value of RSSy in a hope to reduce py for higher speed values
as this will increase the value of p, for lower speed. This
is because for higher RSS; threshold, the ISHO is initiated
too early even when the speed of the user is low. This leads
to the wastage of limited wireless network resources. More-
over, this increases the load on the network that arise because
of the handoff initiation. On the other hand BA_ISHO algo-
rithm initiates the WG_ISHO in such a way that just enough
time is there for successful execution of ISHO procedures for
a particular speed. Therefore, the ISHO is neither started too
early nor too late. The former limits the high cost associated
with unnecessarily large value of false handoff initiation for
low speed value. The later ensures that ISHO procedures are
smooth even for high speed. Thus, the BA_ISHO algorithm
optimizes the WG_ISHO false initiation probability through
the dynamic selection of Sqy, as shown in Fig. 11.

5.4. WG_ISHO Power Consumption
In case of the existing FRSS_ISHO algorithms while inside
a WLAN an MT always monitors the RSS on the 3G inter-

face to decide about a possible WG_ISHO initiation. On the
other hand in BA_ISHO the terminal monitors the RSS on the

9 Springer



744

Wireless Netw (2006) 12:733-745

90

—— d=30m
& d=40m
-0 d=50m

80 . 4

P1/P2 (in percentage)

30
0.05 0.1 0.15 0.2 0.25

WLAN coverage area (in square km)

Fig. 12 Comparison of power consumption for RSS monitoring on
the 3G interface

3G interface only after moved into a boundary WLAN cell.
Therefore, if we assume that the WLAN has a coverage area
of A,, and hexagonal cell size of d, then ratio of power con-
sumption because of the RSS monitoring on the 3G interface
for BA_ISHO (P;) and FRSS_ISHO (P,) is given by

P, . (number of boundary WLAN cells) ¢, P
P,  (total number of WLAN cells) 1, P

— AC
=
where A, is the area of each WLAN cell, ¢, is the mean
WLAN residence time, and P is the power required to moni-
tor the RSS on 3G interface. Figure 12 shows that BA_ISHO

achieves significant power saving. The amount of power sav-
ing is more for larger WLAN coverage areas.

(18)

6. Conclusions

In this paper, we proposed a novel 3G/WLAN integrated
architecture using the third party, Network Inter-operating
Agent (NIA), to integrate 3G and WLANs of different
providers. The proposed architecture does not require the ex-
istence of direct SLAs among the network providers. There-
fore it is scalable. We developed a novel algorithm using
the concept of dynamic boundary area to support seamless
ISHO between the 3G and WLAN. In addition, signaling
protocols were designed for WG_ISHO and GW_ISHO. The
boundary area based 3G/WLAN ISHO algorithm selects a
dynamic RSS threshold to initiate the WG_ISHO in such a
way that the ISHO procedures are completed before the MT
moves out of the WLAN coverage area. Thereby always en-
sures a successful handoff from WLAN to 3G. Moreover,

2 Springer

it optimizes the cost associated with the false handoff initi-
ation. In addition as it does not require the MT to monitor
the RSS of the 3G system interface when the MT is served
by a WLAN unless the need for WLAN to 3G ISHO arises.
Thus it reduces the power consumption associated with the
monitoring of 3G interface significantly.
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